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1. 2 BHOKREK
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HRRMERMYMBAIZDOVWTENL, HEWTHA—VYFILT—RICETEIERIZERT 5.
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1995 %, W5 - F2o2VFMDTSA1N0— a2y 3+ —T&H5B Ann Cavoukian B A
RELETSAN—REODRATHD, 0100FE10A. fRSTILTHESAEERZBT—4
RE:- TS5ANY— a3y 3+-—ERKRET EXWNETSA N —REOTARLER]
THDHIENREBEIN. FEDTSA N —REDEZAICECERAINATLS, BATIL, 2012
FRICHRBENRRLERTY— IV TSAN—AZOF7 T4 TIZBYRFEFATNS Y,

Privay by Design Web ¥ + http://www. privacybydesign. ca/

(2) %%
T DDOEKRRAM 575, Privacy by Design @ Web 4 + EIZT 37 BEDEF/RTAFTE
% (2015 & 1 ARFR) o UITICHEXRAI, BAGER. 58 (k¥ Z25I5ET 5.

The 7 Foundational Principles of Privacy by Design

1. Proactive not Reactive. Preventative not Remedial

(1. BEMTRHAGSEN, ENTE LS FHH)
ZFTETHETIEVSKVE LAXRMICHIET 5 ENMEMTHE, T4\ —R
ENRETDHEINC. ThEFELFHI S ETHS,

2. Privacy as the Default Setting

2. MYPBEELTDTSM/N—)
FIED IT SDRTLFERIFEDHRR - TS5V T4 RITEWVT, BAT—2HBEHMICRE
SNBELEHRTDIELICEH>T. RABD TS AN —REXRETE 2L BT,

3. Privacy Embedded into Design

Q. THA VIZHARAEND TS5 /80—)
Privacy by Design (. IT S RFLBEUVESRR - TS5HT 4 ADTHFA B L UHEE
[CHARAEN., BEMICHFHMBISEMNT 53D TIELGEL,

4. Full Functionality - Positive-Sum, not Zero—Sum

(4. &HEER - TOYLTIEEBELLRS T4 TS L)
TS3AN—,tEXa2 )T OMAERLFE D ENAIRETHAZEERIEL, T34/ Y
— X1V TADEIGR--2HEZEET S,

5. End-to-End Security — Full Lifecycle Protection
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7. Respect for User Privacy — Keep it User-Centric
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1. 2. 2 HEBEITSAN—ENEH(K)

(1) &4

2012F 2 A, KEARTA bNDRIEKFER T, BERAE Ty bO—otShiz#t&(2H1T
BHEBEET—2T3A4ANY—] %K Y, CORTHEE TS/ /N> —HEFIZEH (Consumer
Privacy Bill of Right) DEZEZARLT-=.

(2) HH
HEEBTSANV—HENZERIRO TEAMN KL (FRIMREISEXHK 1) SHR).

1. EAIZEDarbE—)L
HEEX, BXEENNRETIBEOBEAT 2% bO—LT R EHED

2. BAM
HEBEIT, BEERIZEKDZTSAN—¢tEXa) T4DIEFIZEAL T, 9 YT LFEIE
TIERETHEHENZED

3. EREHRDEE
HEEL, HEENEHLEESEBERICA T, EEENMEAOT—S2ZINE. FIA. B
TEAHIELEHFT HEREEFD

4. X1 7«
HEEE, BAOT—2NRENDEEEH > THRHONSEFEHED

5. TUOERELIEHEN
HEBEIEV D TATHRT—20, FERELGT—ANHEBRIZURIEEZAD &S5 —
RIZHEWT, BULBHETHEEOEWVNIA—I Y FOI—YFILT—RIZTIER, &
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HEEX, BEENNE. RETEIEAOT—2 BN LEHRICRET HEHEFFD
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1. SARME
HEEL, FEEBICISTEADT A, HEEBT SN\ EMNERICHE > THEYIC
TN BHEFZHFED

1. 2. 3 T—HRERAUE (EU)

(1) &8

20124F 1 A, FRINEELIEZT—4£5#3RA| (General Data Protection Regulation) (&) 4%
L=, ThiX 199 FICHERLET—2RERESORELETHS, TNDH%k. 2013 FOMINE
SNEBEXETRHENRIEIN- (GEEH),

(2)

BADEFDBIEE LT, TEHENHEN BEANBRET—EINTRECLG 2 HR, T—40
HEZEROLOND), RABZERET H1#EF. T—2KRK—2EY T DEFNBEARLIT—2%F
EENOCEREANEBITCEDENFEHITHEL, RAIERLEBHEE, 182—0F
= IEERERELED 5%Z ERICEIENREE N D,

1. 2. 4 TSAIN—HA KS54 > (0ECD)

(1) &g

2013 7T H, OECD (T TS A N —HA KA EHEL Y, ThiL 1980 FIZ4ER - FHIRL
A4 RS540 BESYIZHELIZLDTHD, BRTIL 1988 FIZTEHEEIE N REE %l
TE. 2003 FIZEANBREEENFIESNDEE, 0BCD TSA N —HA S 4 VIZFBEROEANE
HREEHOEBEZELLTLD D,

(2)
1980 FEHA FS54 UTIIRD 8RAIZEDH TS,

DUREHIBRDEEAI (Collection Limitation Principle)
@T—42NBDREA] (Data Quality Principle)

@B FEILDEER] (Purpose Specification Principle)
@FEAFIFRDER| (Use Limitation Principle)

O LREEBDEE| (Security Safeguard Principle)
®2EDRA] (Openness Principle)

DEASMORA (Individual Participation Principle)
®FEDEA| (Accountability Principle)
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3a. Personal cloud '
: il 7
requests reputatiol ‘l ',

score of Business respect
Member

3b. Personal cloud

requests Relationship
Fee "bid" from
Business Member

4, Personal cloud displays

connection approval form
(=] Login in with Rsspsst Gonnact

2. Connection routed to
resqisesl the follciwing dali Tram your parsanal chaud,

_Business member
Verified connectione 4305 ‘a:'/ repuration RN personal cloud
b ik o DS = Relationship fee

Name [=alice 7 | b
Zipoods |
[roorone T8

All datn shered under the Fespect Trust Framework

1. User sees advertisement, app

or business site and clicks on

' Respect Connect button. - BUSineSS

WCp

9. User receives 1/3 of respect
Relationship Fees

8. Business Member
pays Relationship
Fees monthly

6. XDl connection created between clouds

-

7. Business Member gains
access to relevant

personal data
5. User approves connection

Business

1—17 Respect Network DEETHECRAETIL (R4t Web 1 ~& V)
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